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Cyber e : L : : 1
Security the organisation’s ability to secure its people, reputation, information, and systems in cyber space
Cyber : : : I : . 1
Space always-on, technologically interconnected world that consists of people, organisations, information and technology
Cyber ability to continue critical operations within an acceptable timescale and/or to acceptable levels following compromise 2
Resilience ability to anticipate, absorb, adapt to, rapidly respond to and recover from disruption caused by a cyber attack 3

1 - Information Security Forum (ISF)
2 - European Securities and Markets Authority (ESMA)
3 - Committee on Payments and Market Infrastructures (CPMI)




e Compliance and security are two
independent variables that don’t
imply or require each other to
exist.

* So, if one can be compliant and
insecure how can we

demonstrate security?

e Here are some ideas...
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a safeguard or a countermeasure
implemented by technical, physical,
and/or procedural means. 1

Control >
Compliance

an ability that an organization, person, or
system possesses. Capabilities are
typically expressed in general and high-
level terms and typically require a
combination of organization, people,
processes, technology and controls to
achieve. 12

Capability >
Maturity

1 - National Institute of Standards and Technology (NIST)
2 - The Open Group Architecture Framework (TOGAF)
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